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A Method to Detect Network Attacks Using Entropy in the
Intrusion Detection System
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Abstract: A method to detect network attacks using entropy is proposed to solve the problem
that the existing intrusion detection system (IDS) typically generates large amounts of alerts with
high false rate. Rainey cross entropy is employed to fuse the Shannon entropy vector for five
properties of alerts. These five properties are source IP address, destination IP address, source
threat, target threat and datagram length. Then the fusing result is used to describe the network
state, and is compared with the normal network state to identify the anomalies. The experimental
results on actual network attacks data and synthetic attacks show that the proposed approach can
detect network attacks with a hit rate more than 90% whereas the false rate is less 1%.
Comparisons with the attack detection method based on the characteristics of the Shannon entropy
show that the proposed method is more sensitive to attacks, and is easier to detect in the order
Denial of Service (DoS) and hosts intrude attacks, and then the hosts scan and port scan attacks,
however, is relatively difficult to worm attacks. The test results also show that the proposed
method is better than the compared systems with higher hit rate and lower false positives.
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